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Risk: Role in today’s business environment

With steadily increasing global awareness of sustainability,

reporting their impacts on the global economy, the environment, the society, and the organization itself.

Arguably, sustainability is a risk management tool for dealing with some unprecedented developments 

in the world. 

Identifying the risks associated with increasing global interconnectedness, 

impact, and developing holistic risk management 

strategies is becoming a critical leadership component. 

Governments, business and NGOs today must address 

the economic, environmental, technology, societal and 

geopolitical risk to overcome the threats towards the 

strategic competitiveness of the business.

Among the most significant challenges in implementing 

sustainability programs are identifying significant issues 

and establishing priorities for the deployment of scarce 

resources.  

Both the risks and opportunities of emerging sustainability issues are influenced by long

such as changing demographics, changing climate patterns, emergence of newly industrialized 

economies and innovation, risk management programs.

Risk management 

Organizations face various types of risks
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Role in today’s business environment 

With steadily increasing global awareness of sustainability, businesses of all fields have reacted by 

reporting their impacts on the global economy, the environment, the society, and the organization itself.

Arguably, sustainability is a risk management tool for dealing with some unprecedented developments 

Identifying the risks associated with increasing global interconnectedness, assessing their potential 

impact, and developing holistic risk management 

strategies is becoming a critical leadership component. 

Governments, business and NGOs today must address 

the economic, environmental, technology, societal and 

vercome the threats towards the 

strategic competitiveness of the business. 

Among the most significant challenges in implementing 

sustainability programs are identifying significant issues 

and establishing priorities for the deployment of scarce 

Both the risks and opportunities of emerging sustainability issues are influenced by long

such as changing demographics, changing climate patterns, emergence of newly industrialized 

economies and innovation, risk management programs.  

rganizations face various types of risks: 

Financial Risks – Sustainability of appropriate 

and adequate finance for the firm.

Business Process Risks – Leakages along the 

business process. 

Corporate Governance Risks

information to the various stakeholders.

Strategic Risks – Business planning in the 

dynamic business environment.

Market Risks – Ever-changing market 

scenario. 

Legal Risks – Protection against regulatory as 

well as contractual adherence.

Project Specific Risks – Project planning in 

line with business planning. 

Business 
Process

Corporate 
Governance

Strategic

“Sustainable development meets the 

needs of the present generation without 

compromising the ability of future 

generations to meet their needs”

- 1987 UN Brundtland report
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businesses of all fields have reacted by 

reporting their impacts on the global economy, the environment, the society, and the organization itself. 

Arguably, sustainability is a risk management tool for dealing with some unprecedented developments 

assessing their potential 

Both the risks and opportunities of emerging sustainability issues are influenced by long-term trends 

such as changing demographics, changing climate patterns, emergence of newly industrialized 

Sustainability of appropriate 

and adequate finance for the firm. 

Leakages along the 

Corporate Governance Risks – Accuracy of 

information to the various stakeholders. 

Business planning in the 

dynamic business environment. 

changing market 

Protection against regulatory as 

well as contractual adherence. 

Project planning in 

 

“Sustainable development meets the 

needs of the present generation without 

compromising the ability of future 

generations to meet their needs” 

1987 UN Brundtland report 
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Risk management from an Regional Perspective 
Taking this a step further, we analyze the impact of these risks on regional firms. These risks get 

magnified in this case since there is no clear assignment of identification and resolution of risks in the 

organizational structures of such firms. 

How does risk management help 
In order to successfully manage the risk of a business, it is essential to thoroughly assess the areas of 

risk. Risk assessment provides management with a view of events that could impact the achievement of 

objectives.  

Enterprise risk management covers all aspects of business functions within an organization. An 

organization faces various risks which depend on the objective of a business function within. These 

individual risk assessments should be aligned to cover the key objectives and integrated to provide an 

overall enterprise risk assessment. Thus we try and break up the responsibility of assessment to the 

various levels within the organization as follows: 

Function within an organization Objective of the risk assessment 

Board of directors Ensure key risks are identified and duly addressed 

Internal audit  Ensure that control risks are identified and mitigated 

Finance Ensure accountability to avoid fraud 

Business units Ensure the optimal performance management through waste 

reduction and efficient processes 

What we have noticed through our experience is that in regional firms this responsibility is not clearly 

defined and is more often than not fulfilled as below: 

Function within an organization Assessment, Identification & Implementation 

Board of directors All risk types; Identification and Implementation 

Internal audit  Is mostly non-existent 

Finance Does basic accountancy and book keeping 

Business units Concentrate only on performance against targets and not on risks 

associated with the same. 

As is clearly evident, risk assessment is skewed at the top of the pyramid as far as regional firms are 

concerned. It also drives home one more point, that risk assessment which includes, identification and 

implementation of a risk framework can be very challenging for these firms. Risk assessment 

methodologies vary from organization to organization based on the objectives, processes and 

infrastructure set up. 
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What outcomes you can expect from risk management 
Benefits of implementing a risk management framework in an organization is only reflected when the 

management is able to demonstrate disciplined growth through an evolving risk landscape. 

• Ability to successfully anticipate and respond in a timely manner in a rapidly changing risk 

environment. This results in a well informed management  and helps them understand they are 

undertaking or avoiding 

• Increases the transparency and accuracy of reporting and enables management to make timely 

decisions 

• Consistency, long term profitability and capital adequacy 

In our experience we have found the COSO framework to be highly useful as a blueprint to design the 

enterprise risk framework for any organization, especially small and medium enterprises since it is 

simple to implement and the results are easy to follow. 

The COSO framework: An important tool for Enterprise Risk Management 

Under the COSO Internal Control framework, internal control is a process effected by an entity's board 

of directors, management, and other personnel. It is designed to ensure achievement of objectives in 

the following categories:  

• Effectiveness and efficiency of operations 

• Reliability of financial reporting 

• Compliance with laws and regulations 

COSO defines internal control as having five components: 

 

Importance of a Control 
Environment – sets the 
foundation of the internal 
control framework and 
percolates down to all 
individuals in the firm.

Risk Assessment – assigns the 
function of identification and 
analysis of relevant risks to the 
achievement of 
objectives, forming a basis for 
how the risks should be 
managed in the firm.

Information and 
Communication – systems or 
processes that support the 
identification, capture, and 
exchange of information in a 
form and time frame that 
enable individuals across the 
firm to carry out their 
responsibilities in a compliant 
manner.

Control Activities – the policies 
and procedures enable carrying 
out of management directives.

Monitoring – simplistic 
representation of outcome of 
control processes over a period 
of time.
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The COSO definition relates to the aggregate control system of the organization, which is composed of 

many individual control procedures. 

How we can help 
At Falak we have the requisite experience having worked with a large number of firms in the region to 

design the entire risk process and framework for firms. We have also undertaken various assignments 

that have required us to restructure the existing risk frameworks of firms to become more specific to the 

requirements of firms. 

We take the following approach to design, create and implement as well as restructure these 

frameworks: 

• Understand current operational framework and strategy (if any) through interviews at all levels 

of the organization. 

• Identification of gaps with leading practices, scope out redundancies and look at where 

slippages happen. 

• Adopt the appropriate framework to design or restructure the internal control systems. 

• Implement the solution 

• Document and train the stakeholders about the new framework. 

Based on our experience we can create value in the following areas: 

• Internal Audit 

• Six Sigma & Lean Operations 

• Corporate and Family Governance Structures 

• Enterprise Risk Management & Risk Frameworks 

• Business Process Improvement 

• IT Risk Management 

• Control Self Assessment  

• Fraud Risk Services 

• Continuous Transaction Monitoring 

Further information is available at WWW.FALAKCONSULTING.COM 
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